
2 0 2 6  E D I T I O N

Cybersecurity
Training Programs
Equipping your workforce to defend, detect and govern across the enterprise

INSTRUCTOR-LED ENTERPRISE READY CUSTOMIZABLE GLOBAL DELIVERY

106
C O U R S E S

15
C A T E G O R I E S

5,000+
E X P E R T  T R A I N E R S
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0 1  —  A B O U T  E D S T E L L A R

Building cyber-resilient organizations

Edstellar is an enterprise learning partner that helps

organizations build future-ready workforces. Our 2,000+

instructor-led programs are delivered onsite or live online

by 5,000+ practitioner trainers, and each one is tailored to

your goals. This catalog brings together 106 cybersecurity

programs that span governance, risk and regulatory

frameworks, identity and access management, network

security and zero trust, security operations and incident

response, and cloud, application and endpoint security.

Global leaders including Visa, ABB and Aditya Birla Group

trust Edstellar to build capability at enterprise scale.

Before any program starts, we look at the real capability

gap and the business goal behind it, so every module ties

back to outcomes your leaders can measure, not just

attendance. The result is security skills your teams put to

work straight away.

0 2  —  W H O  I T ' S  F O R

Learning paths for every role

Security Governance, Risk &

Compliance
FRAMEWORKS & ASSURANCE

Stand up security frameworks, manage cyber

risk and meet regulatory obligations across

the business.

S T A R T  W I T H

Identity & Access Engineers
IDENTITY & ACCESS

Control who gets access to what, govern

privileged accounts and run identity

platforms end to end.

S T A R T  W I T H

Network & Cloud Security

Engineers
INFRASTRUCTURE DEFENSE

Secure networks, cloud and workloads with

zero-trust segmentation, firewalls and

hardened platforms.

S T A R T  W I T H

SOC & Incident Response Teams
DETECT & RESPOND

Monitor, hunt, investigate and recover so

threats are caught and contained before they

do damage.

S T A R T  W I T H

CISSP Certification Training→

ISO/IEC 27001 Information Security

Management

→

NIST CSF Implementation→

Identity & Access Management→

Privileged Access Management (PAM) with

CyberArk & Delinea

→

Microsoft Entra ID→

Zero Trust Security→

Palo Alto Networks Firewall Administration→

Cloud Security Essentials→

Security Operations Center Analyst

Development

→

Digital Forensics & Incident Response (DFIR)→

Cyber Incident Response & Crisis Simulation→
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https://www.edstellar.com/corporate-training/cybersecurity/cissp-certification-training
https://www.edstellar.com/corporate-training/cybersecurity/iso-iec-27001-information-security-management
https://www.edstellar.com/corporate-training/cybersecurity/iso-iec-27001-information-security-management
https://www.edstellar.com/corporate-training/cybersecurity/nist-csf-implementation
https://www.edstellar.com/corporate-training/cybersecurity/identity-access-management
https://www.edstellar.com/corporate-training/cybersecurity/privileged-access-management-pam-with-cyberark-delinea
https://www.edstellar.com/corporate-training/cybersecurity/privileged-access-management-pam-with-cyberark-delinea
https://www.edstellar.com/corporate-training/cybersecurity/microsoft-entra-id
https://www.edstellar.com/corporate-training/cybersecurity/zero-trust-security
https://www.edstellar.com/corporate-training/cybersecurity/palo-alto-networks-firewall-administration
https://www.edstellar.com/corporate-training/cybersecurity/cloud-security-essentials
https://www.edstellar.com/corporate-training/cybersecurity/security-operations-center-analyst-development
https://www.edstellar.com/corporate-training/cybersecurity/security-operations-center-analyst-development
https://www.edstellar.com/corporate-training/cybersecurity/digital-forensics-incident-response-dfir
https://www.edstellar.com/corporate-training/cybersecurity/cyber-incident-response-crisis-simulation


0 3  —  W H Y  E D S T E L L A R

Why choose us

01 Practitioner trainers

5,000+ verified security architects, SOC analysts and

GRC specialists who defend real production

environments.

02 Customizable programs

Curriculum built around your threat landscape, tools,

industry and security maturity, from awareness to

advanced engineering.

03 Global delivery

Onsite or live virtual in any time zone, with in-person

delivery across 1,000+ locations.

04 ISO 9001 & ISO 27001 certified

ISO 9001:2015 for quality and ISO 27001:2022 for

information security.

0 4  —  P R O C E S S

How we work

Submit your brief

Share your training needs,

team size and skill gaps.

Custom plan

Receive a tailored curriculum

and trainer recommendations.

Approve & schedule

Finalize content, dates and

delivery mode for your team.

Train & measure

Expert-led sessions with

progress tracking and ROI

reporting.

01 02 03 04

0 5  —  T H E  C A T A L O G

Course categories

01 Cyber GRC, Frameworks & Regulation 18 02 Identity & Access Management 11

03 Network Security & Zero Trust 10 04 Security Operations & Incident Response 10

05 Sector Cybersecurity 8
06 Application & Software Supply Chain
Security

7

07 Endpoint & System Hardening 7 08 Cloud & Container Security 6

09 Data Protection, Cryptography &
Ransomware Resilience

6
10 Offensive Security & Vulnerability
Management

5

11 AI Security 4 12 OT, ICS & IoT Security 4

13 Security Awareness & Human Risk 4 14 Security Foundations & Skills 2

15 More Cybersecurity Topics & Tools 4

106 courses in total · full list on the pages that follow
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0 6  —  F U L L  C O U R S E  L I S T

All 106 courses

01 Cyber GRC, Frameworks & Regulation 18

CISA Certification Training →

CISM Certification Training →

CISSP Certification Training →

CRISC Certification Training →

Cyber Resilience & Business Continuity →

Cyber Risk Governance for Boards & Executives →

Cyber Risk Quantification & Management (FAIR) →

Cybersecurity Metrics, Reporting & Assurance →

Cybersecurity Risk Management →

ISO/IEC 27001 Information Security Management →

ISO/IEC 27001 Lead Implementer →

ISO/IEC 27001:2022 Lead Auditor →

KRITIS & German Cybersecurity Compliance Corporate Training →

NCA Essential Cybersecurity Controls (ECC) Compliance

Corporate Training

→

NIS2 Directive Cybersecurity Compliance Corporate Training →

NIST CSF Implementation →

OSFI B-13 Technology & Cyber Risk Management (Canada) →

UAE Information Assurance & NESA Cybersecurity Standards →

02 Identity & Access Management 11

CA SiteMinder →

Entrust Identity Enterprise →

ForgeRock →

Identity & Access Management →

Identity Governance & Administration (IGA) →

Microsoft Entra ID →

Okta →

Privileged Access Management (PAM) with CyberArk & Delinea →

SailPoint →

SAP Cloud Identity & Access Governance (IAG) →

Saviynt →

03 Network Security & Zero Trust 10

BeyondTrust Password Safe Administration →

Check Point - Automation Specialist →

Check Point - Security Administration →

Enterprise Network Security & Segmentation →

F5 Setting up Advanced WAF →

Fortinet Security Operations (FortiAnalyzer & FortiManager) →

Palo Alto Networks Firewall Administration →

SASE, SD-WAN & Zero Trust Network Access →

Zero Trust Security →

Zscaler Internet Access →

04
Security Operations & Incident

Response
10

CompTIA CySA+ Certification Training →

Computer Hacking Forensic Investigator (CHFI) →

CrowdStrike Falcon Endpoint Security →

Cyber Incident Response & Crisis Simulation →

Cyber Threat Intelligence & Adversary Emulation →

Data Breach Prevention & Response →

Digital Forensics & Incident Response (DFIR) →

Open Source Intelligence →

Security Operations Center Analyst Development →

Splunk for Security & Operations Analytics →

05 Sector Cybersecurity 8

5G Cybersecurity Corporate Training →

Cybersecurity Fundamentals →

Government Cybersecurity & National Cyber Resilience →

Healthcare Cybersecurity & Medical Data Protection →

Medical Device Cybersecurity & Postmarket Management →

Microsoft Cybersecurity Architect →

Parrot Security OS →

Telecom Cybersecurity & Signaling Security →

06
Application & Software Supply Chain

Security
7

API Security & Testing →

Application Security & Secure Coding →

Blockchain & Smart Contract Security →

Mobile Application Security & Penetration Testing →

SBOM & Open-Source Software Risk Management →

Secure Coding with AI Coding Assistants →

Secure SDLC & Software Supply Chain Integrity →

07 Endpoint & System Hardening 7

Carbon Black EDR (Enterprise & Advanced Analyst) →

Enterprise Endpoint Security →

Linux Security Hardening & CIS Benchmarks →

VMware Carbon Black App Control Administrator →

VMware Carbon Black Cloud - Audit and Remediation →

VMware Carbon Black Cloud Endpoint Standard →

VMware Carbon Black Portfolio - Configure and Manage →

08 Cloud & Container Security 6

AWS Security Engineering →

Azure Security Engineering →

CCSP Certification Training →
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https://www.edstellar.com/corporate-training/cybersecurity/cisa-certification-training
https://www.edstellar.com/corporate-training/cybersecurity/cism-certification-training
https://www.edstellar.com/corporate-training/cybersecurity/cissp-certification-training
https://www.edstellar.com/corporate-training/cybersecurity/crisc-certification-training
https://www.edstellar.com/corporate-training/cybersecurity/cyber-resilience-business-continuity
https://www.edstellar.com/corporate-training/cybersecurity/cyber-risk-governance-for-boards-executives
https://www.edstellar.com/corporate-training/cybersecurity/cyber-risk-quantification-management-fair
https://www.edstellar.com/corporate-training/cybersecurity/cybersecurity-metrics-reporting-assurance
https://www.edstellar.com/corporate-training/cybersecurity/cybersecurity-risk-management
https://www.edstellar.com/corporate-training/cybersecurity/iso-iec-27001-information-security-management
https://www.edstellar.com/corporate-training/cybersecurity/iso-iec-27001-lead-implementer
https://www.edstellar.com/corporate-training/cybersecurity/iso-iec-27001-2022-lead-auditor
https://www.edstellar.com/corporate-training/cybersecurity/kritis-german-cybersecurity-compliance-corporate-training
https://www.edstellar.com/corporate-training/cybersecurity/nca-essential-cybersecurity-controls-ecc-compliance-corporate-training
https://www.edstellar.com/corporate-training/cybersecurity/nis2-directive-cybersecurity-compliance-corporate-training
https://www.edstellar.com/corporate-training/cybersecurity/nist-csf-implementation
https://www.edstellar.com/corporate-training/cybersecurity/osfi-b-13-technology-cyber-risk-management-canada
https://www.edstellar.com/corporate-training/cybersecurity/uae-information-assurance-nesa-cybersecurity-standards
https://www.edstellar.com/corporate-training/cybersecurity/ca-siteminder
https://www.edstellar.com/corporate-training/cybersecurity/entrust-identity-enterprise
https://www.edstellar.com/corporate-training/cybersecurity/forgerock
https://www.edstellar.com/corporate-training/cybersecurity/identity-access-management
https://www.edstellar.com/corporate-training/cybersecurity/identity-governance-administration-iga
https://www.edstellar.com/corporate-training/cybersecurity/microsoft-entra-id
https://www.edstellar.com/corporate-training/cybersecurity/okta
https://www.edstellar.com/corporate-training/cybersecurity/privileged-access-management-pam-with-cyberark-delinea
https://www.edstellar.com/corporate-training/cybersecurity/sailpoint
https://www.edstellar.com/corporate-training/cybersecurity/sap-cloud-identity-access-governance-iag
https://www.edstellar.com/corporate-training/cybersecurity/saviynt
https://www.edstellar.com/corporate-training/cybersecurity/beyondtrust-password-safe-administration
https://www.edstellar.com/corporate-training/cybersecurity/check-point-automation-specialist
https://www.edstellar.com/corporate-training/cybersecurity/check-point-security-administration
https://www.edstellar.com/corporate-training/cybersecurity/enterprise-network-security-segmentation
https://www.edstellar.com/corporate-training/cybersecurity/f5-setting-up-advanced-waf
https://www.edstellar.com/corporate-training/cybersecurity/fortinet-security-operations-fortianalyzer-fortimanager
https://www.edstellar.com/corporate-training/cybersecurity/palo-alto-networks-firewall-administration
https://www.edstellar.com/corporate-training/cybersecurity/sase-sd-wan-zero-trust-network-access
https://www.edstellar.com/corporate-training/cybersecurity/zero-trust-security
https://www.edstellar.com/corporate-training/cybersecurity/zscaler-internet-access
https://www.edstellar.com/corporate-training/cybersecurity/comptia-cysa-certification-training
https://www.edstellar.com/corporate-training/cybersecurity/computer-hacking-forensic-investigator-chfi
https://www.edstellar.com/corporate-training/cybersecurity/crowdstrike-falcon-endpoint-security
https://www.edstellar.com/corporate-training/cybersecurity/cyber-incident-response-crisis-simulation
https://www.edstellar.com/corporate-training/cybersecurity/cyber-threat-intelligence-adversary-emulation
https://www.edstellar.com/corporate-training/cybersecurity/data-breach-prevention-response
https://www.edstellar.com/corporate-training/cybersecurity/digital-forensics-incident-response-dfir
https://www.edstellar.com/corporate-training/cybersecurity/open-source-intelligence
https://www.edstellar.com/corporate-training/cybersecurity/security-operations-center-analyst-development
https://www.edstellar.com/corporate-training/cybersecurity/splunk-for-security-operations-analytics
https://www.edstellar.com/corporate-training/cybersecurity/5g-cybersecurity-corporate-training
https://www.edstellar.com/corporate-training/cybersecurity/cybersecurity-fundamentals
https://www.edstellar.com/corporate-training/cybersecurity/government-cybersecurity-national-cyber-resilience
https://www.edstellar.com/corporate-training/cybersecurity/healthcare-cybersecurity-medical-data-protection
https://www.edstellar.com/corporate-training/cybersecurity/medical-device-cybersecurity-postmarket-management
https://www.edstellar.com/corporate-training/cybersecurity/microsoft-cybersecurity-architect
https://www.edstellar.com/corporate-training/cybersecurity/parrot-security-os
https://www.edstellar.com/corporate-training/cybersecurity/telecom-cybersecurity-signaling-security
https://www.edstellar.com/corporate-training/cybersecurity/api-security-testing
https://www.edstellar.com/corporate-training/cybersecurity/application-security-secure-coding
https://www.edstellar.com/corporate-training/cybersecurity/blockchain-smart-contract-security
https://www.edstellar.com/corporate-training/cybersecurity/mobile-application-security-penetration-testing
https://www.edstellar.com/corporate-training/cybersecurity/sbom-open-source-software-risk-management
https://www.edstellar.com/corporate-training/cybersecurity/secure-coding-with-ai-coding-assistants
https://www.edstellar.com/corporate-training/cybersecurity/secure-sdlc-software-supply-chain-integrity
https://www.edstellar.com/corporate-training/cybersecurity/carbon-black-edr-enterprise-advanced-analyst
https://www.edstellar.com/corporate-training/cybersecurity/enterprise-endpoint-security
https://www.edstellar.com/corporate-training/cybersecurity/linux-security-hardening-cis-benchmarks
https://www.edstellar.com/corporate-training/cybersecurity/vmware-carbon-black-app-control-administrator
https://www.edstellar.com/corporate-training/cybersecurity/vmware-carbon-black-cloud-audit-and-remediation
https://www.edstellar.com/corporate-training/cybersecurity/vmware-carbon-black-cloud-endpoint-standard
https://www.edstellar.com/corporate-training/cybersecurity/vmware-carbon-black-portfolio-configure-and-manage
https://www.edstellar.com/corporate-training/cybersecurity/aws-security-engineering
https://www.edstellar.com/corporate-training/cybersecurity/azure-security-engineering
https://www.edstellar.com/corporate-training/cybersecurity/ccsp-certification-training


08 Cloud & Container Security (cont.) 6

Cloud Security Essentials →

Google Cloud Security Engineering →

Kubernetes Security Fundamentals →

09
Data Protection, Cryptography &

Ransomware Resilience
6

Data Security, DLP & Information Protection →

Enterprise Backup, Recovery & Ransomware Resilience →

Information Systems Security →

Microsoft BitLocker →

Post-Quantum Cryptography Migration →

Ransomware Readiness & Recovery →

10
Offensive Security & Vulnerability

Management
5

Certified Ethical Hacker (CEH) Training →

Ethical Hacking & Penetration Testing →

Penetration Testing with Kali Linux →

Vulnerability & Exposure Management (CTEM) →

Vulnerability Assessment & Penetration Testing (VAPT) →

11 AI Security 4

AI Red Teaming & Adversarial Testing →

AI Security & Risk Management →

AI Security for LLM & Agentic Applications →

Security Policy Management →

12 OT, ICS & IoT Security 4

Grid & Utility Cybersecurity →

IoT & Edge Security →

Operational Technology (OT) & ICS Security →

Operational Technology (OT) Fundamentals for IT Teams →

13 Security Awareness & Human Risk 4

Countering Disinformation & Information Integrity →

Cybersecurity Awareness for the Enterprise Workforce →

Deepfake, Synthetic Media & Content Authenticity Defence →

Security Awareness: Phishing, Deepfakes & Social Engineering →

14 Security Foundations & Skills 2

CompTIA Security+ Certification →

Python for Cybersecurity Teams →

15 More Cybersecurity Topics & Tools 4

ArcSight →

Cyberoam →

FireEye Helix →

ForeScout Administrator →
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https://www.edstellar.com/corporate-training/cybersecurity/cloud-security-essentials
https://www.edstellar.com/corporate-training/cybersecurity/google-cloud-security-engineering
https://www.edstellar.com/corporate-training/cybersecurity/kubernetes-security-fundamentals
https://www.edstellar.com/corporate-training/cybersecurity/data-security-dlp-information-protection
https://www.edstellar.com/corporate-training/cybersecurity/enterprise-backup-recovery-ransomware-resilience
https://www.edstellar.com/corporate-training/cybersecurity/information-systems-security
https://www.edstellar.com/corporate-training/cybersecurity/microsoft-bitlocker
https://www.edstellar.com/corporate-training/cybersecurity/post-quantum-cryptography-migration
https://www.edstellar.com/corporate-training/cybersecurity/ransomware-readiness-recovery
https://www.edstellar.com/corporate-training/cybersecurity/certified-ethical-hacker-ceh-training
https://www.edstellar.com/corporate-training/cybersecurity/ethical-hacking-penetration-testing
https://www.edstellar.com/corporate-training/cybersecurity/penetration-testing-with-kali-linux
https://www.edstellar.com/corporate-training/cybersecurity/vulnerability-exposure-management-ctem
https://www.edstellar.com/corporate-training/cybersecurity/vulnerability-assessment-penetration-testing-vapt
https://www.edstellar.com/corporate-training/cybersecurity/ai-red-teaming-adversarial-testing
https://www.edstellar.com/corporate-training/cybersecurity/ai-security-risk-management
https://www.edstellar.com/corporate-training/cybersecurity/ai-security-for-llm-agentic-applications
https://www.edstellar.com/corporate-training/cybersecurity/security-policy-management
https://www.edstellar.com/corporate-training/cybersecurity/grid-utility-cybersecurity
https://www.edstellar.com/corporate-training/cybersecurity/iot-edge-security
https://www.edstellar.com/corporate-training/cybersecurity/operational-technology-ot-ics-security
https://www.edstellar.com/corporate-training/cybersecurity/operational-technology-ot-fundamentals-for-it-teams
https://www.edstellar.com/corporate-training/cybersecurity/countering-disinformation-information-integrity
https://www.edstellar.com/corporate-training/cybersecurity/cybersecurity-awareness-for-the-enterprise-workforce
https://www.edstellar.com/corporate-training/cybersecurity/deepfake-synthetic-media-content-authenticity-defence
https://www.edstellar.com/corporate-training/cybersecurity/security-awareness-phishing-deepfakes-social-engineering
https://www.edstellar.com/corporate-training/cybersecurity/comptia-security-certification
https://www.edstellar.com/corporate-training/cybersecurity/python-for-cybersecurity-teams
https://www.edstellar.com/corporate-training/cybersecurity/arcsight
https://www.edstellar.com/corporate-training/cybersecurity/cyberoam
https://www.edstellar.com/corporate-training/cybersecurity/fireeye-helix
https://www.edstellar.com/corporate-training/cybersecurity/forescout-administrator


0 7  —  C L I E N T  V O I C E S

Trusted by enterprises

Edstellar rebuilt our security capability from the ground up. The GRC and

framework training aligned our teams on NIST and ISO, while the zero trust and

incident response modules meant our SOC could actually act on what they learned,

not just pass an exam.

CHIEF INFORMATION SECURITY OFFICER · LEADING FINANCIAL SERVICES GROUP

“

The identity and access management track

closed real gaps for us. Within a quarter our

privileged access reviews went from a

scramble to a routine control.

HEAD OF SECURITY OPERATIONS · GLOBAL
TECHNOLOGY FIRM

“ Their ransomware resilience and cloud

security programs gave our engineers the

muscle memory for a real incident. The

tabletop exercises alone were worth it.

VP OF INFRASTRUCTURE & SECURITY ·
MULTINATIONAL HEALTHCARE PROVIDER

“

T R U S T E D  B Y Visa ABB Aditya Birla Group &  O T H E R  F O R T U N E  5 0 0  O R G A N I Z A T I O N S

Let's connect

EMAIL contact@edstellar.com

WEB www.edstellar.com

US +1 682 297 4830

UK +44 151 453 4009

INDIA +91 636 483 3830

Schedule a consultation →

SCAN TO CONTACT US
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